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Abstract

Malware writers keep changing their programs so that security tools cannot catch them. Deep-
learning detectors may work very well in the laboratory but become less reliable when they meet
new and changed threats in real life. This study presents a comparative review of deep-learning
models for malware detection under adversarial concept drift. Adversarial concept drift means
deliberate changes in the nature or behaviour of malware that slowly reduce the reliability of a
detector. Using a structured review method, the study searched digital libraries, conference
archives and a preprint server, coded 20 studies published between 2018 and 2025, and checked
their quality with six questions. It then compared nine families of deep-learning models and seven
adaptation strategies using an ordinal rating on six criteria. Eighteen studies passed the quality
threshold and formed the core set. Fifteen of the 20 studies tested their models over time, but only
three described an attacker, and none combined deliberate attack with testing over time. Evidence
on drift for deep models exists only for feed-forward networks, one autoencoder or contrastive
encoder, and one graph neural network, so five of the nine families have no such evidence. Feed-
forward networks ranked first under equal weighting (3.33), while graph neural networks ranked
first when robustness against attack was counted twice (3.29). Drift detection (3.67) and feature
stabilisation (3.50) were the best adaptation strategies. How well a model recovers after a long
deliberate attack has not been tested. The findings favour methods that need few labels and that
are tested over time, and this is useful for organisations in Nigeria.

Keywords—Adversarial concept drift, Concept drift, Cybersecurity, Deep learning, Malware
detection.

I. Introduction

Malware attacks are now more common and more advanced. They threaten information security,
digital infrastructure and the world economy. Malware is harmful software made to damage the
confidentiality, integrity and availability of computer systems, networks and information. It can
be used to steal private data, disturb operations and give attackers access without permission
(Saracino et al., 2018). Detection has become more difficult because attackers use code
obfuscation, encryption, dynamic execution and repackaging of applications to hide from security
tools (Liu et al., 2020). It is therefore not enough to judge a detection system by its first accuracy.
We must also ask whether it stays reliable as threats change with time (Deldar & Abadi, 2023;
Saad et al., 2019).
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Signature-based detection compares a suspicious file with signatures of known malware. It works
well for known threats, but it often fails when the malware is new or has been modified, because
its signature is not yet recorded (Bensaoud et al., 2024). Classical machine-learning methods, such
as decision trees, random forests and support vector machines, depend on good training data and
on a stable link between features and classes (Arp et al., 2022). For this reason, deep learning has
become attractive, since it can learn directly from executable files, API-call sequences, network
traffic and runtime behaviour (Gibert et al., 2020). However, deep-learning models can still be
fooled by deliberate manipulation, and they may perform poorly when new inputs are very
different from the training data (Bensaoud et al., 2024).

One major threat to reliability is concept drift. This happens when the data, or the link between
input features and the target classes, changes with time (Lu et al., 2019). In malware detection,
drift occurs when attackers bring new families, change how programs run or use new ways of
evading detection. It increases both false negatives and false positives. Adversarial concept drift
should not be confused with ordinary adversarial examples. An adversarial example is an input
that has been changed on purpose to cause a wrong prediction, while drift is about how data or
feature—class relationships change over time (Biggio & Roli, 2018; Lu et al., 2019). In this study,
adversarial concept drift means deliberate changes in malware behaviour that slowly reduce the
reliability of a detector. A model may resist single adversarial examples and still decline when the
change continues for long, so we must check both resistance to attack and performance over time.
Ways of adapting to change include periodic retraining, online learning and drift detection. Lu et
al. (2019) note that adaptive learning is an important response to changing data. Still, each method
has its limits. Retraining is costly when labels are few, online learning suffers when labels come
late or are misleading, and drift detectors may give false alarms or react too late. A fair comparison
must therefore look at drift detection, adaptation and recovery, using tests over time and measures
beyond accuracy (Pendlebury et al., 2019). Unfortunately, standard benchmarks are hard to find,
and this makes comparison across datasets and platforms difficult (Bensaoud et al., 2024).

This paper compares deep-learning models for malware detection under adversarial concept drift.
It explains how nine families of models read a program, how they age, and how an attacker can
disturb them. It compares seven adaptation strategies in terms of detection, adaptation and
recovery, and it points out the gaps that make fair comparison difficult. The problem is very
important in Nigeria, because Kshetri (2019) reports that cybercrime is growing in Africa while
the capacity to respond remains small. Figure 1 shows how detection approaches have developed,
and this is the reason for the review.
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Figure 1. Evolution of Malware Detection Approaches

II. Methodology

A. Review design

This study is a qualitative comparative review. It follows structured review steps and the reporting
principles of the PRISMA 2020 statement (Page et al., 2021). A review was chosen because the
aim is to compare existing models and strategies, not to build a new detector. Also, the published
studies differ in datasets, time span, attacker assumptions and metrics, so combining their numbers
statistically would not be sound. Integrative reviews are suitable for such mixed evidence (Snyder,
2019). No experiment was run and no malware sample was collected. Three questions guided the
work. RQ1 asks how the model families compare in reliability over time, in noticing change in
behaviour, and in exposure to manipulation. RQ2 asks how adaptation strategies compare in
keeping or restoring performance. RQ3 asks which gaps make fair comparison difficult.

B. Search and selection

Evidence was collected from IEEE Xplore, the ACM Digital Library, ScienceDirect,
SpringerLink, USENIX proceedings and arXiv (marked as not peer-reviewed). Google Scholar
and backward and forward snowballing were also used. The Boolean search strings joined four
groups of ideas (malware detection, deep learning, drift or change over time, and adversarial
manipulation or adaptation). The search covered 2018 to 2026, except for foundational sources. A
source was kept if it dealt with malware detection, or a method that can be transferred to it, under
distribution shift; if it concerned deep-learning models or techniques that apply to them; if it was
peer-reviewed or an archival report from a recognised body; if it was written in English; and if it
described its data and evaluation well enough to be coded. Opinion pieces, non-malware studies,
duplicates and sources without described data or results were removed. Selection was done in three
passes (Figure 2).
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C. Appraisal, coding and rating

Each study was checked with six quality questions adapted from common review guidelines (Page
et al., 2021). These ask whether the dataset and collection period are described (Q1), whether the
split is by time (Q2), whether metrics beyond accuracy are reported (Q3), whether an attacker
model is stated (Q4), whether adaptation or drift handling is tested (Q5), and whether the work can
be reproduced (Q6). A score of 1, 0.5 or 0 was given, and sources below 2.5 out of 6 were kept
only as background. Thematic coding was then used (Snyder, 2019) and gave five themes: model
family, drift-detection method, adaptation method, attacker assumption and evaluation design.
Each model family and strategy was then rated from 1 to 5 on six criteria fixed before coding: drift
sensitivity (C1), label economy (C2), adversarial robustness (C3), knowledge retention (C4),
practical feasibility (C5) and malware-specific evidence (C6).

Numbers from the original studies are reported as the authors gave them. They were never
recalculated or ranked across studies. The ordinal ratings are the reviewer’s judgement about
design features and reported evidence, and should not be taken as measured performance. Evidence
was read using common measures (accuracy, precision, recall, F1-score and false-positive rate).
Precision and recall were treated as more informative than accuracy when classes are unequal.
Drift-related measures such as detection delay, performance drop, adaptation speed and recovery
time were also considered (Bayram et al., 2022). To protect validity, the criteria were fixed before
coding, the coding was repeated after some time, and a sensitivity check counted adversarial
robustness twice. Only published material was used, so no ethical clearance was needed.
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Figure 2. Comparative Framework for Evaluating Deep-Learning Malware Detectors under
Adversarial Concept Drift

III. Comparative Review of Existing Approaches

A. From signatures to deep learning

Static signature-based detection matches files against a database of known signatures. It finds
known malware with few false alarms, but it fails when no matching signature exists (Aslan &
Samet, 2020). Polymorphism, packing and obfuscation allow authors to change how a program
looks and pass through signature matching (Bacci et al., 2018; Or-Meir et al., 2019). Behaviour-

ITARD - International Institute of Academic Research and Development Page 141



http://www.iiardjournals.org/

International Journal of Computer Science and Mathematical Theory (IJCSMT) E-ISSN 2545-5699
P-ISSN 2695-1924 Vol 12. No. 10 2026 www.iiardjournals.org online version

based detection watches what a program does, so it can catch zero-day malware (Or-Meir et al.,
2019). However, it gives more false alarms and needs more training time (Apruzzese et al., 2023).
Heuristic detection depends on rules written by analysts, which take time and skill to confirm
(Aslan & Samet, 2020), and hybrid methods that join static and dynamic evidence can be heavy
on computing resources. Machine learning removes much of this manual work by learning from
labelled malware and benign samples (Ucci et al., 2019), and deep learning goes further by learning
layered representations with little manual feature design (Gibert et al., 2020).

B. Deep-learning model families

Nine families of models are commonly discussed, and each one reads a program in its own way.
Feed-forward networks need a fixed-length vector, such as the byte histogram, string statistics and
header fields in the EMBER feature set (Anderson & Roth, 2018). Al-Dujaili et al. (2018) used
adversarial training to make such a network stronger. Convolutional networks read the binary as a
greyscale image (Vasan et al., 2020) or as raw bytes (Raff et al., 2018). Yet Kreuk et al. (2018)
showed that a few well-chosen bytes can change the decision without changing how the file
behaves. Recurrent networks read events in order, and Rhode et al. (2018) reported classifying an
executable within its first five seconds with 94% accuracy. LSTM and GRU networks solve the
vanishing-gradient problem of simple recurrent networks and have been used on API-call
sequences (Catak et al., 2020). Bidirectional types, as in DeepCatra (Wu et al., 2022), need the
whole sequence, so they suit offline analysis. All these sequence readers can be fooled by padding
with harmless calls.

Autoencoders learn mostly from benign files and flag any sample that is rebuilt poorly (Pang et
al., 2021). A carefully made sample may still be rebuilt well, and the benign class also drifts.
Generative adversarial networks are used mainly as the attacker’s tool. They can create evasive
malware against black-box detectors, although Kim et al. (2018) used transferred GANSs to detect
zero-day malware. Transformers replace recurrence with self-attention and did better than an
LSTM baseline on API-call sequences (Demirkiran et al., 2022), but evidence under deliberate
change is mostly missing. Graph neural networks read control-flow or call graphs (Yan et al.,
2019). It is harder to rewrite program structure than to add bytes, and Li et al. (2024) joined graph
networks with adversarial domain adaptation to learn features that do not change with drift.

C. Adversarial concept drift and manipulation

Ordinary drift comes from natural changes in data, while adversarial drift comes from deliberate
manipulation (Lu et al., 2019). Attackers make changes that keep the program’s function but alter
what the classifier sees, so the harmful purpose remains (McCarthy et al., 2022). Malware also
grows like a data stream whose distribution keeps shifting (Ceschin et al., 2023). Drift can be
gradual, sudden or recurring (Lu et al., 2019), and Guerra-Manzanares et al. (2022) traced how the
importance of Android system-call features changed over seven years.

Four ways of manipulation appear again and again in the literature. First, static file features can be
edited, for example through reinforcement-learning-based evasion (Anderson et al., 2018) or
black-box attacks that keep functionality (Demetrio et al., 2021; Ling et al., 2023). Second,
polymorphic and metamorphic variation changes the code while keeping the harm (Aslan &
Samet, 2020; Gibert et al., 2020). Third, behavioural mimicry makes runtime activity look like
normal operations (Or-Meir et al., 2019). Fourth, the training and feedback process can be
poisoned (Cina et al., 2023; Severi et al., 2021). Successive releases may combine these tricks, so
that a classifier grows old as newer variants appear (Chen et al., 2023). Random train—test splits
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can hide this fall in performance, but testing in time order reveals it (Barbero et al., 2022;
Pendlebury et al., 2019).

D. Representative studies

Table 1 summarises eight representative studies. Detector papers such as MalConv were tested on
static splits that ignore time. Evaluation papers such as TESSERACT showed that published
detectors lose performance under realistic time conditions. Drift or adaptation papers study natural
drift but not an attacker who knows the system.

Table 1. Comparative Summary of Representative Studies

Study Approach Key contribution Limitation

End-to-end  learning

from executables Static  splits; no
Raffetal. (2018)  Raw-byte CNN (MalConv) without feature adversary
engineering
Anderson & Roth EMBER dataset; boosted- About 4 milifen PE Not built for

files; baseline beat

(2018) tree baseline MalConv

adversarial drift

Time-aware  testing;
detector performance
dropped sharply

Pendlebury et al. TESSERACT evaluation
(2019) framework

Natural drift only; no
defence

Xu et al. (2019) Online model with pseudo- Updates itself without Later  found to

labels (DroidEvolver) true labels degrade quickly
. Slowed ageing of Android only;
Zhang et al. (2020) API-semantics features Android classifiers natural drift

Kolosnjaji et al. Byte-appending attack on Few appended bytes White-box; one
(2018) MalConv lowered detection architecture

Contrastive encoder Detects and explains

Yang et al. (2021) (CADE) drifting samples

Natural drift only

Sustained performance Assumes trusted

Chen et al. (2023) Continuous active learning with few labels labels; Android only
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IV. Comparative Analysis of Models and Adaptation Strategies

A. Model families

Table 2 shows what each family reads and what an attacker must change to escape it. Reliability
over time can be judged only where studies used splits by time. Among deep-learning families,
such evidence exists only for feed-forward networks, an autoencoder or contrastive encoder, and
a graph network. When published Android detectors, some of them deep, were tested again under
realistic time conditions, their performance dropped sharply (Pendlebury et al., 2019). In contrast,
the F1-scores of 96 to 99 per cent reported by Karbab et al. (2018) show performance when training
and test samples come from the same period. They cannot tell us how long a detector stays reliable.

Table 2. What Each Model Family Reads and What an Attacker Must Change

Family What it reads Attacker must change n
Feed-forward Fixed feature vector Hgglure  values Qagd 4
features
CNN Image or raw bytes Appended bytes; packer 4
layout
RNN Ordered API calls Insert or reorder calls 0
BRNN Sequence, both directions Pad both sides 0
LSTM / GRU Long gated sequences Be;mgn padding; 0
mimicry
Autoencoder Reconstruction error Qoft ~samples  that 1
reconstruct well
GAN G'ene'rat‘or and Mostly the attacker’s 0
discriminator tool
. Untested under
Transformer Attention over sequence deliberate shift 0
Graph NN Control-flow or call graph Rewrite structure 1

n = number of corpus studies centred on the family.

Five studies focused on detecting drift (Barbero et al., 2022; Ceschin et al., 2023; Guerra-
Manzanares et al., 2022; Herzog et al., 2025; Yang et al., 2021). Only Yang et al. used a deep
model, all of them dealt with natural drift, and none considered an attacker who knows the detector.
Label-free methods are attractive to organisations that cannot label many files, but Barbero et al.
showed that their success depends on the classifier and the nonconformity measure. An attacker
can also study methods that judge credibility or distance, and then shape samples to look reliable.
Three attack studies (Al-Dujaili et al., 2018; Kolosnjaji et al., 2018; Kreuk et al., 2018) show that
small changes that keep behaviour can alter the decision of a deep detector. The only defence in
the corpus, adversarial training, reduced evasion only against the attacks used in training (Al-
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Dujaili et al., 2018). Wider work agrees: where bytes are placed affects attack success (Suciu et
al., 2019), neural and some commercial detectors were misled by added content (Fleshman et al.,
2018), and black-box evasion of Android detectors is possible (Bostani & Moonsamy, 2024).
Many published defences fail once the attacker adapts to them (Trameér et al., 2020). A high
robustness rating is therefore fair only where a defence has been tested against an adaptive attacker
(Carlini et al., 2019).

B. Adaptation strategies

Table 3 compares seven strategies. Periodic retraining is the oldest remedy, but it needs full
relabelling and may forget older families. Active learning chooses which samples analysts should
label, and Chen et al. (2023) kept detection stronger over a multi-year stream than ordinary
retraining, at much lower labelling cost. Pseudo-label learning needs no new ground truth. After
Xu et al. (2019) proposed it, however, Kan et al. (2021) found that it degraded quickly because the
model learned from its own mistakes. Feature stabilisation looks for features that remain useful.
Zhang et al. (2020) added API semantics to slow ageing, Li et al. (2024) used graph-based domain
adaptation, and Fernando and Komninos (2022) applied feature selection to ransomware detection
under drift.

Table 3. Adaptation Strategies Compared

Strategy New labels Main risk Score

None  to Detects but does not repair;

Drift detection partial may be gamed 3.67

Feature None to Does not react once change is
N . 3.50

stabilisation partial large

Active learning Partial Assumes labels are trustworthy 3.33

Pseudo—label None Self-poisoning feedback loop 3.17

learning

Continual learning Partial Vision methods transfer poorly 3.00

Adygrsamal Full Pr(?tgcts mainly  against 3.00

training training attacks

Costly; forgetting; poisonable
2.
labels

Score = composite ordinal rating (1-5), equal weights.

Continual learning protects old knowledge, but methods developed for computer vision do not
transfer directly to malware classification (Rahman et al., 2022). Malware drift is mostly a domain
change, in which labels stay the same but inputs move (van de Ven et al., 2022). Adversarial
training is the only strategy that directly targets evasion, but it protects mainly against the attacks
used in training and does not respond to natural change. Drift detection gives the signal to act, but
it does not repair the model by itself.

Periodic retraining Full 67
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V. Results

A. Profile of the corpus

The coded corpus has 20 studies published between 2018 and 2025. Six appeared in 2018, the first
wave of work on byte-level detectors and attacks, and 11 (55%) appeared from 2021 to 2025, a
period led by drift detection and adaptation. Android is the most studied platform (11 studies,
55%), followed by Windows executables (7, 35%) and multi-platform studies (2). Only 10 studies
centre on a named deep-learning family: four on CNNs, four on feed-forward networks, one on an
autoencoder or contrastive encoder and one on a graph network. One study evaluates several
algorithms, and nine use non-neural classifiers that supply methods for drift detection and
adaptation that can be transferred.

Splits by time were used in 15 studies (75%), random splits in four and k-fold validation in one.
All 14 studies of natural drift used splits by time, but all three studies of deliberate manipulation
used random splits. Four studies are preprints (Herzog et al., 2025; Kreuk et al., 2018; Li et al.,
2024; Sabbah et al., 2025) and are marked as not peer-reviewed.

B. Quality appraisal

The mean quality score was 3.98 out of 6. Two studies (Karbab et al., 2018; Raff et al., 2018)
scored 2.0, below the 2.5 threshold, and were kept as background only. The remaining 18 form the
core corpus, with a mean of 4.19. Their low scores come from their purpose and not from poor
work, because they were written to show that networks can learn from raw bytes or API sequences,
not to answer questions about time or attackers. Table 4 shows that reporting of datasets and
metrics is strong, but an attacker model is stated in only three of the 20 studies. This agrees with
the concern of Cavallaro et al. (2023) about whether machine-learning detectors are ready for real
use.

Table 4. Mean Appraisal Score by Question

Question 11\/)Iean = Reading

QI Dataset and period described 0.88 Strong

Q2 Time-aware split 0.72 Fairly strong
Q3 Metrics beyond accuracy 0.88 Strong

Q4 Adversary model stated 0.15 Very weak
Q5 Adaptation evaluated 0.62 Moderate
Q6 Reproducible 0.72 Fairly strong

C. Ordinal comparison

Figure 3 shows the composite ratings. Under equal weighting, feed-forward networks rank first
(3.33), followed by autoencoders and graph networks (3.17 each). CNNs and LSTM or GRU
networks share fourth place (2.50), RNNs, GANs and transformers follow (2.17), and bidirectional
networks are last (1.67). Feed-forward networks gain from low cost and from the amount of drift
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evidence available. When adversarial robustness is counted twice, graph networks move to first
place (3.29), ahead of feed-forward networks (3.14) and autoencoders (3.00), because program
structure is harder to rewrite than bytes or feature values. Transformers rise from sixth to joint fifth
(2.29), but this only reflects the hope that pre-training improves robustness (Hendrycks et al.,
2019), which is yet to be shown for malware. The low ratings of the recurrent families come from
missing drift evidence and heavier cost, and not from proven poor performance.

For adaptation strategies, drift detection ranks first (3.67), then feature stabilisation (3.50), active
learning (3.33) and pseudo-label learning (3.17). Continual learning and adversarial training tie at
3.00, and periodic retraining is last (2.67). When robustness is counted twice, drift detection and
feature stabilisation tie for first (3.43), adversarial training joins active learning in third place
(3.14), and pseudo-label learning falls to joint fifth (2.86). No study reported a full recovery curve
for a deep-learning model after a deliberate attack, so recovery time could not be compared in
numbers.

N Equal weights ! Robustness (C3) counted twice
(a) Deep-learning model families

Feed-forward
Autoencoder
Graph NN
CNN
LSTMWGRU
RNN

GAN
Transformer

BRNN

Composite ordinal score (1-5)
(b) Adaptation strategies

Drift detection
Feature stabilisation
Active learning
Pseudo-label
Adversarial raining

Continual learning

Periodic retraining

¥ T T T T
o 1 2 3 4
Composite ordinal score (1--%)

Figure 3. Composite Ordinal Scores of (a) Model Families and (b) Adaptation Strategies

D. Research gaps

Six gaps stand out. First, no study tested a deep-learning model under deliberate manipulation and
testing over time together. Second, recurrent, bidirectional, LSTM or GRU, GAN and transformer
families have no drift evidence. Third, none of the 14 natural-drift studies described an attacker
who adapts to the detector or its update process. Fourth, the three attack studies used fixed attacks
at one point in time. Fifth, Android makes up 55% of the corpus and no study used Nigerian data.
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Sixth, datasets, split rules, drift simulation and metrics differ, so only ordinal comparison is
possible and not a pooled ranking.

VI. Discussion

The findings can be understood through three theories. Concept drift theory says that the link
between data and labels changes over time, and that drift may be sudden, gradual or recurring (Lu
etal., 2019). The evidence supports this and adds that the speed of ageing depends on what a model
reads. Families that read weak surface features, such as appended bytes or raw feature values, are
more exposed than those that read structure. Adversarial machine-learning theory describes a
continuing contest between attacker and defender (Biggio & Roli, 2018), and it builds on the
finding that small input changes can mislead neural networks. The reviewed evidence has studied
this contest in one direction only, since attack studies fix the defender in time while drift studies
fix the attacker. This is the central gap in the field. Catastrophic forgetting theory warns that
learning new data may erase old knowledge (van de Ven et al., 2022). Few studies report
performance on older families after an update, so knowledge retention was rated mainly from
design features. From the ratings, a sensible combination is a label-free drift detector as the trigger,
active learning to choose samples for analysts, feature stabilisation to slow decay between updates,
and adversarial training used selectively for high-risk detectors. This is a reasoned reading of the
evidence, and it has not been tested as a package.

In Nigeria, cybercrime is rising across Africa while the capacity to respond is limited (Kshetri,
2019). No study in the corpus used Nigerian data, so the published figures may not describe local
traffic and software. The benign class on local mobile banking applications and unlicensed
software may also differ from that of foreign datasets. Because analysts are few and labelling is
costly, strategies that need few labels (drift detection, active learning and feature stabilisation) suit
local organisations better than full periodic retraining. Every label that enters retraining should
also be checked, because the update path is itself a target. Large banks and telecommunication
companies may combine a feed-forward or autoencoder core with a graph model for high-risk
files. Mid-sized firms may use a feed-forward network on stable features with drift alerts. Smaller
institutions are better served by managed detection services that supply drift alerts and update
schedules. This review has some limitations. Few studies examine adversarially induced drift in
deep detectors, datasets and metrics differ, most evidence comes from outside Nigeria, and the
ordinal ratings are judgements and not measurements.

VII. Conclusion and Future Research Directions

This comparative review shows that deep-learning malware detectors are not safe from ageing.
Models that look excellent under random testing lose strength on later samples, so laboratory
accuracy alone does not prove that a detector will stay reliable after deployment. What a model
reads decides how its ages and how it can be attacked, and graph-based models look promising
although their evidence is still small. The evidence is uneven, since five of the nine families have
no drift evidence, and attackers and time have been studied separately, so adversarial concept drift
has hardly been tested on deep detectors. Strategies that need few labels give the best balance of
benefit, cost and evidence. No single strategy is enough, and recovery after a long deliberate attack
remains an open question. Future research should (1) report results on splits by time, with stated
dates and with metrics suited to unequal classes; (ii) state the attacker model, including what the
attacker knows about the detector and its update process; (ii1) test defences against adaptive
attackers and study sustained manipulation across successive releases; (iv) examine recurrent,
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bidirectional, LSTM or GRU, GAN and transformer families under drift; (v) develop continual-
learning methods made for malware and report how well older families are retained; (vi) report
recovery time and labelling effort; and (vii) build time-stamped Nigerian datasets with proper
ethical and legal approval, and extend coverage to Internet of Things and mobile-money malware.
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